Lexar Quick Start Guide for EncryptStick Lite Security Software

Getting Started with EncryptStick Lite

1. Insert a Lexar Flash drive into your PC or Mac computer; The “EncryptStick lite — Registration”
page appears.
Encrypt Stick will automatically startup. If it does not, then browse to the flash drive and double
click encryptstick.exe (for PC) or encryptstick.app (for Mac) to start the program.
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Peace of mind in today's digital world

Congratulations on your purchase! You can now take the advantage of the latest encryption technology for safe file
storage. In case your Flash Drive is lost or falls into the wrong hands, nobody can access your documents, photos or
otherfiles.

Also you can backup your precious data any time via the Backup facility which is included. For a little peace of mind in

today's turbulent digital world. But there is more! {[upon upgrade)

Enjoy 100% safe and easy to use file storage with EncryptStick Lite.

U pgrade and you'll enjoy:

\"'S'rnl:hrunize - intelligently synchronize your files across devices so you always have the latest version available.
v Preventing loss of your files - means fewer headaches and savings of time and money.

V Automatic backup- automatic back-up your files and folders to your computer, network, or Cloud storage

V one time investment, free software updates

v Special pricing for Lexar customers

Start using my drive

If you want to receive information about these upgrade features and our free software updates, please enter
your email address below:

Email address: | [ Send ]

www.encryptstick.com - respects and protects your privacy!




2. Click “Start Using my drive”
or“Enter your email address to register your product license

3. Click “Send”; The password creation screen will appear

™ EncryptStick™ lite - Create Password

Create Password

Create your password:

Confirm your passward:

Passwiord Hink: (optional)

Password Strength:

B cood

Password Recommendations:
Use mare than & charackers

Use upper- and lower case characters

Use numeric and alpha numeric charackers
Use special charackers (#, $, 1, %, &, ™, *1
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4. Enter a password in the ‘Create your password’ field
The password entered will be used to protect your private files. The strength of your password will be
determined by the criteria you select.

5. Enter the same password again in the ‘Confirm your password’ field; (Do not copy and paste)
If you are unable to click OK, it means that your password does not conform to those criteria settings
shown in red.

You can either change your password to match the strength criteria (recommended) or uncheck the
option (not recommended).



6. Click OK; the application is opened and the main operating screen is now presented
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7. Operating within the Program
Double Click on the vault icon in the Protected Files (upper) pane to open the vault and add

folders and files.



8. Creating a New Folder
Click on the New Folder(+) icon on the Menu bar and name the new folder;

the application will by default place the new folder on the “My Protected Files” pane;
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9. Adding Files to your Vault folder(s)
Open the appropriate folder in the vault

Click on the add file(s) icon on the menu bar
A window pops up showing all the drives and folders on your computer

Click on the file(s) you wish to encrypt
Click on the “Encrypt” button to add the file(s) to the vault folder
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10. Drag and Drop Function
You can use a shortcut to copy or move files to or from your vault:
Click on the file you want to copy or move; hold down the button on your mouse, drag the file,
and then drop it in the target folder.



11. Note Concerning the EncryptSticklite Vault

You can move or copy files into the root directory on the flash drive, but you cannot add files
directly to the EncryptSticklite vault file located on the flash drive.

Any files you move or copy from your computer directly to the EncryptSticklite Vault on the
flash drive will not be accessible when you run the software and open the vault. This could
result in the permanent loss of any files that have been moved from the computer or other
storage device.

= | EXAR (F:)

File  Edit View Favorites Tools  Help

cBack h I\.-) Lﬁ pSaarch H:" Faolders v |1L | Folder Sync

e x
File and Folder Tasks * I~ Encryptstick lite, app 's EncryptStickLite Settings

(=) Make a new folder

@ Publish this Falder to the S 5 o encryptsticklite. exe
Web | Encryptsticklite Wault EncryptStick Lite

@ Share this Falder EMC Security Syskems BY

Other Places

a Iy Computer

My Documents x’

|3 Shared Documents
W) My Metwork Places

>

Details

LEXAR (F:)
Removable Disk

File System: FAT3Z




12. Backup of Flash Drive Vault Data
It is very important that you perform regular backups of your vault data and we recommend you
make it routine to back up your flash drive vault data to your host computer before closing the
application.

With the vault open, click on Menu/Options/Backup Vault Data

The following screen will appear when the backup is completed.
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NOTE: Regular backups are critically important. If your flash drive is ever lost or damaged,
you can only restore and recover the vault data that you have backed up to your computer. If
you choose a new password, you can only restore the data from the backup vault to a new
vault on the replacement drive, with the password in use when the backup was created.



13. Lost Flash Drive Vault Data Recovery Procedure
If your contents are somehow corrupted, or your Lexar flash drive is damaged or lost, you can
recover the vault data from your backup vault, to restore data in the damaged vault, or a
replacement Lexar flash drive.

To restore a vault on an existing drive, follow the procedures below:
(for replacing a lost or damaged drive first Insert a Lexar branded drive in the USB port and then
follow these steps):

Click on Tools/Restore Vault Data
The Restore Wizard window will open;
Click on Restore

™ EncryptStick™ lite - Restore Wizard El

By clicking Restore” you will replace all data in
the selected vault with data from the badkup.

Click ‘Back' if any changes are needed before
proceeding,

/
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Select “Other Unlisted Vault” and Click Next



¥ [ncryptStick™ lite - Restore Wizard

Welkome o the restore wizard,

This wizard will guide you through the process
of restoring current data from a previous

badup.

Plazse chooss the location 1o be restorad fom
the backup fike and click Text' to procead.
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Select the latest Flash Drive backup and Click Next
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Please select the backup to be restored and click
Hext' to procesd.
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Enter the Password that was in use when the selected backup was made.

¥ EncrypiStick™ lite - Restore Wizard

The encryption key for the selected backup is not
availabile,

A copy of the key is present in the backup, but i
protected by & pessword.

Please enter the password that was inuse when
the badkup was made and click Next' to

procesad.

Password:
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A Window opens to confirm that you want to replace the data in the flash drive vault with data
from the backup.
Click Restore

¥ EncrypiStick™ lite - Restore Wizard

By clicking Restore’ you will replace all data in
the salected vault with data from e backup.

Click 'Back’ if any changes are needed before
procesding.




A Window opens confirming the successful restoring of data.

Click Close, to access the vault and restored data.

¥ EncrypiStick™ lite - Restore Wizard

Data restored succesfully!

You can now close this Wizard and access the
restored data.




14. Changing the Sizes of the Display Panes

Click and Hold the cursor on the divider between the panels, and drag the divider up or down to
change relative sizes of the two panes.
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15. Locking your Vault

Click on the lock icon to lock your vault; this will return you to the login screen, where you can
enter your password for quick re-entry to the program; or

16. Closing the EncryptStick Program

Click on the X button on the blue banner to exit the program completely; this will automatically
lock your vault.



17. Ejecting/Unmounting the Drive
In order to ensure the integrity of the data on the flash drive, we recommended you use the
Windows or Mac commands to eject or “unmount” the flash drive before removing it from the
USB port. Always make sure the application is closed before ejecting/unmounting the drive.

18. Restarting the EncryptStick Lite Application
Insert your Lexar drive; enter your password on the login screen to unlock your vault and run
the program.
If you are concerned about possible intruders, for even greater security you can enter your
password using the Virtual Keyboard, indicated in the screen below.
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19. The Upgrade Icon
There are more security features and functions available for users of EncryptStick Lite.

Click on the Upgrade icon to see the features and benefits obtained upon upgrading to the full
version of EncryptStick 6.0 for Windows, Mac or Linux.
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“.'__ Upgrade to EncryptStick Full Version ENCRYPanrK

Get peace of mind in today's turbulent digital world w

You already enjoy the safe file storage and easy backup facilities of this Lexar USB flash drive.
For better protection on your flash drive, your PCand in the Cloud... Upgrade now
Increase your security:

Included Features: Your version Full version
Standard AES Encryption & &
Military strength encryption o o
Autom ated Back-up Facility (] o
Synchronize yourfiles across other devices and Cloud O &

Upgrade features & benefits et Prace of Hind! i
Ertengyse Srindk

v Strenger, industrial strength encryption - FIPS 140-2 compliant and up to 1024 bits ciphers available. |
V Automatic backup - Automatic back-up of yourfiles and folders to your computer, network, or Cloud storage. |
v Synchronize - intelligently synchronize yourfiles across devices so you always have the latest version available. |
v Preventing loss of yourfiles - means fewer headaches and savings of time and money. .

v EncryptStick's vault storage - adds a strong layer of security to all Cloud storage and backup facilities, /
L

Upgrade to full version

www. encryptstick.com - respects and protects your privacy!

Click on “Upgrade to the full version” to see more detailed information and learn about the
special discount that Lexar customers receive when ordering the upgrade.
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